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[57] ABSTRACT 

A system for maintaining a non-disruj^'ve cnnnftrrinip 
between a local host and a remote host is introduced that 
allows the re-establishment of processing communications 
between the reooote host and a new host in case the first host 
originally in processing communication with the remote host 
experiences an outage. The present invention particulariy 
relates to loosely coupled environ ments c onnecting to a 
TCP/IP u^orL Hie system uses a[^^minication_^ or 
an offload frontend box for holding all socket associations 
b^coi jie remote h os t and Ifae local hosts. Ea^^s^keti 
co^^don-associates-the-'icmote^li^-toranr^^^^^^m 
being run on the local host but maintained by &e ooxmnu- 
nication or the offload frontend box. The offload frontend 
box detects a host outage thrcHigb its channel ooimectivity 
and holds all processing and oommunicatioD data related to 
the failing host until a new coonectioa is established 
betwera a second host and the remote host, at which time the 
box transfers aH such data to the sec(»id r^>ladng host 

22 Claims, 3 Drawing Sheets 
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LOOSELY COUPLEa) SYSTEM 
ENVIRONMENT DESIGNED TO HANDLE A 
NON-DISRU PTIVE HOST CONNECTION 

SWITCH AFTER DETECTION OF AN 
ERROR CONDITION OR DURING A HOST 
OUTAGE OR FAILURE 

FIELD OF INVENTTGN 

This inveotion is directed to a system designed for maiii- 
taining a non-disrupdve connectioD between a remote host 
and a host in a loosely cockled environment through use of 
a communication box or an Offload Rx>ntend Box. 

BACKGROUND OF THE INVENTION 

Loosely coupled environments are computer system com- 
plexes that oonqidse of a number cf processors that share 
data storage and conmmnications networks. Each oon^lex^ 
however, retains its own dedicated memoiy which is not 
usually shared between such con9)Iexcs. Eadi processor in 
the environment can access all data on ttie shared databases 
and can run any plication program stared in the data 
storage. This allows die presentation cf a single image to the 
remote host or user and allows w(xkload balancing by the 
processes conq^lexes. Hie remote host or user does not care 
which of the coupled processors executes the application, 
allowing more effective worJdoad balandng without opera- 
tor or end user action. 

Data processing systems are employed within loosely 
coupled environments to ™int^'n data needed in different 
locations throug^KNit the environment to service the process- 
ing of differoit applications. The data nuiy be noaintained in 
<Hie or more host systems linked to the remote hosts and to 
other host systems fosming a network of communication 
Hnks in the environment In order to send niessages firom one 
host on the link to another host on the link, conmiunication 
rules called protocc^ are established to control the commu- 
nicati(Hi by routing messages and accessing qjprqxiate host 
oanapnters on the link in the con^)!^ or the environment 
These communications protocols tyincaUy exist as part of a 
teleprocessing architecture that defines the function and 
structure of data communications products. 

When a remote host sets \sp communication with a host in 
order to request processing cf an qipiication, extensive time 
and effort go into setting iq> the «vm*«nniriirin^ Hnir since 
the remote host has to be associated with the host canying 
the qipHcation trough the passing of certain information 
including the appropriate communication protocoL 1£ the 
host then is unable to campLeic the processing of the 
Implication because of a subsequent outage, a failure or 
some sort d an ecrar condition detected by die environment, 
the remote host has to diq>licate the initial effort spent in 
setting communication with die now failing host in order to 
establish a second communication link with a replacement 
host Ftirthennore, when a need arises to re-establish a new 
connection data that had been sent previously over the 
pre-existing connection betweoi the remote host and the 
now failing host may be lost 

SUMMARY OF THE ESrVENHON 

A system is designed for maintaining a non-disruptive 
connection between a remote host and a host in the loosely 
coupled environment Ihrcmgh die use of a communication or 
an Offload Frontend Box. The system coo^jdses a plurality 
of hosts and a plurality of remote hosts, with at least one cf 
the remote hosts being in processing communication with at 
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least a first host ttirough the use of the conmiunication box 
or Offload Frontend Box. The use of the communication box 
allows the remote host to re-establish c<»nmunication with a 
second host, when the first host experiences an outage. The 

5 communication box maintains aU information about all the 
hosts and said remote hosts connected to the system, and in 
case of a host outage uses this information to help 
re-establish a new connection between the remote host and 
a second replacing host The communication box not only 

10 detects a host outage, but it also enables successful recovery 
and re-establishment of a new processing conomunication by 
passing the all data and processing information to the new 
host once the new host re-establishes communicattcHi with 
the remote host 

IS 

BRIEF DESCRIPTION OF THE DRAWINGS 

The subject matter which is regarded as the invention is 
particularly pcnnted out and distinctiy daimed in the coa- 
chiding poction of the specification. The invention, however, 
^ both as to Qcganizaticn and method ofpractice, together with 
further objects and advantages thereof, may best be under- 
stood by reference to the following descdptton taken in 
connection with die accoii9>anying drawings in whidi: 
^ FIG. 1 is a Uock diagram of a loosely coupled processor 
environment such as the one used in the present inventicm; 

FIG. 2 is a block diagram showing conceptual layering of 
communication protocols used; 
FIG. 3Attiroug^ 3C shows data diagrams illustrating the 
30 type of data required to be provided in order to establish a 
successful oommnnicadon; 

FIG. 4 is a functional block diagram of the present 
invention iOnstrating the connection between two hosts and 
a remote host througti an Offload Frontend Box; and 
^ FIG. 5 is a flowdiart type diagram illustrating a possible 
sequence of events after a host outage has been detected. 

DETAILED DESCRIPTION OF THE 
INVENTION 

40 

A loosely coupled envircoment is shown generally in 
FIG. 1 as 100. The envircMiment conqnses a phirality of 
processor conqilcxes 120 and 140, a plurality cf data storage 
devices 102, 104 and at least one data stcsage controller 110. 

43 Each processor oanq>lcx further oon^xises a plurality cf 
computer systems or hosts 130, 132, 130, 152 as well as 
main memoiy and case or more processing dements and 
input/output channels (not shown). The processors are each 
a conqdetc system as an independent conq>lex such as IBM 

^ ES/9000 compater system in ttiemsetves (ES/9000 is a 
trademaik of IBM Coq>.) A loosely cotqiled environmmt 
can have two or mere connected systems with eight systems 
being a Epical number. 
The compater systems or the local hosts (hereinafter 

55 hosts) share access to data storage devices Uiroug^ the 
shared data storage controllcr(s). The shared data storage 
controller and the data stcaage devices can be any of such 
devices available conunerdally sudi as IBM 3990 Disk 
Control Unit and IBM 3990 Disk St orage Units. 

60 The hosts are connected through a <»TnmiinVi ^tio^ or 
an Offload Front end Box 160. such a s IBM 317 2 commu - 
nication box, to th^^^fiSSsHTi^^J^fOS?^^ 
communication box performs several functions among 
which are the task sockeA ^^^^BsU^^S^ ftaaeSatiVo 

65 ^jiBtxhixs iSlttci^^ OTOcessing^^t resoon- 

sible for running the requested plication. Ibe remote hosts 
can be any ^pe of intelligent devices such as an IBM PS^ 
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Personal Computer (PS/2 is a trademark of IBM CcKp.) The into a TCP/IP Offload Frontend Box. In a loosely coupled 

remote hosts, however, must be capable of nmning a com- environment such as the one described above connecting to 

muni ration program to conmuinicate with the host systems. TCP/IP network througfi the TCP/IP Offload Frontend box. 

When a remote host sets up communication with one of when the local host takes an outage, or when the Offload 

the hosts for the processing of a certain application, the ^ Fiontend box detects a failure, mismatch or an error 

network of host system conqnise different kinds of commu- condition, the remote host or remote TCP/IP w<Hkstation 

nication links witfi different kind of host computers con- that is connected to that host wiU subsequently lose the 

nected to those links. In cwler for messages to be sent from connection to the host and will need to re-establish a TCP 

one host on the link to another host on the link, rules, called connection. This, however, wiU cause the remote host not 

protocols are established to control the communication ^ connection information such as the ones 

links, route messages, and access appropriate host c(mq>ut- shown in FIGS. 3A through 3C, but also to lose data tiiat has 

OS on the HnV been sent over that connection including any data associated 

The comiminication protocols can be conceptuaUy ^« application itself (as depicted in FIG. M, 308). 

viewed as being layered, as depicted in FIG. 2, with each present invention, however, provides fen* a method of 

protocol layer making use of the services provided by the allowing the remote host to nMintaln communication and 

layer beneath it The lowest layer is the Network Interface transfer its coimection to a subsequent host when and if an 

202 which deals at the hardware level and controls the outage or other conditions occur. 

transmission of data between hosts on a sin^e network of a When ahost offloads its TCP/IP functicms into tfaeTdYIP 
particular type. The next higher layer is the Machine-to- Offload Frontend Box, a TCP/IP connection with a remote 
Machine (MM) 204 layer which {Hovides the cqubilify to ^ TCP/IPhostreally ends in the Offload Frontend Box. There 
communicate between hosts that are not directly omnected is then an Association of a socket in TCP/IP Offload Pron- 
to the same physical oonqdex. A widely used exfunple of this tend Box and an plication in the local host that is main- 
layer is an Intemet I¥otocol (IP). Internet IP is a standard tained by the Offload Frontend box. When the local host 
industry communication protocol which allows the use of processing the requested plication then takes an outage or 
standard software cammnnication packages. ^ is detected to have a faflure ox an error condition, the 

The next higher iaycr of protocol is the Pcrt-to-Port (FP) Association is taken over radier than destroyed by the 

206 layer that allows multiple processes executing different Offload FrcHitend box. By allowing the Association to be 

qjplication programs to ooimnuiiicate with remote processes taken over, the present invention allows another local host to 

at rentote hosts all at the flamft tin^e. Hie FP layer uses the commence processing the aqipUcation, and at the exact 

MM pKt>tocol layer to transfer data between host machines. ^ locadaa where the previous host had took the outage, and 

Tbe FP layer presents an interface to the i^ipiication layer re-establish the Association. The Offload Intend Box can 

which allocates a local oommunicatioa port to a process, ^^uis forward data to tbe new host without breaking current 

connects that port to a remote port on a remote host, and connection with the remote host This accomplishes a ooa- 

transfers <ffltfl between the local port and the remote port ^ disn^itive connection re-establishment ca using the remote 

Examples of such PP transport protocols are TCP ^^^t to switch to another host (through the switching de- 

(nansmission Conttol Protocol), UDP (User Datagram otast as shown in FIO. 1 at 162) without any efforts on the 

IMoccd) and XNS (Xerox Network System). TCP is part of the rentote host, which in turn adiieves greater 

capable of operating with devices "gjgg jp suite of piotocoi availability of the wdronment witiKXit a need to add 

(TCP /IP), ^ software to all remote TCP/IP hosts. 

Id a pnfecred embodiment of the presoit invention, a FIO. 4 and 5 depict a preferred embodiment <^ the present 

loosely coupled environment is connected to a TCEVIP invention. Both Figqres are an iUustiation of the functioning 

network viien a connection is established between the host of the present invention denoting the procedure that ensues 

and tiie remote host, the communication protocol involves in & sample outage situation* FIG. 4 shows the remote host 

the passing of a lot of infonnation in order to Associate a 45 170 having aTCP/IP connection 404 to ^ipUcation 1 csAPL 

socket connected to tttc remote host to an plication in the I in Host A 130. 

local host FIGS. 3A, 3B and 3C is an example the In FIG. 4 loosely coupled hosts A and B 130, and 140 

information that needs to be passed along in a TCP/IP type respectively, are ooamected to tbe TCP/IP Offload Bontend 

network. While FKj. 3A depicts more general information Box 402 and all physical and logical connections are estab- 

that has to be passed and established at each layer of lished t>etween the hosts and the Offload Rrontend Box. An 

protocol, FIGS. 3B and 3C show in more detail die infer- qiplicaticHi running on a host, such as Apl 1, registers its 

mation that needs to be passed for an IP type oomnninirattcm existence with the Offload Rontend Box, for example 

and a TCP type communication respectively. tfurougfi sending a socket bond 0 caH (empty parentikcsis 

The communication box or controller 160 performs as an reflect the parameters to be passed) to the Offload Frontend 

Offload Frontend Box for offloading communication proto- 53 Box. When the Offload Rrontend Box receives this infOT- 

ool iHtxessing firomtiie loosely coupled environment Comr mation from the host, it stores it for it future use. (In one 

numicatioD protocol processing includes flow control, ecror enibodiment, the Offload Frontend Box builds an incore 

detecticm and recovery, s^regation of large messages into table for holding information about a host triplication port 

smaller units f<K communication, routing messages and number, local sock^ descrq>tor, host socket descriptor and 

other functions. The execution of such functions requires ^ assigned address that associates with the host AH such 

various logic such as buffer allocation, timer management, information is kept in the core rq>ort until the Offload 

data movement and interEaxxress coordination. Offloading Frontend Box is powered off.) 

p»Xoool processing relieves die environnttnfs piocess<^ a TCP connect request generally anivcs at the Offload 

from ccmsuming time and effort that can be applied to Rrontend Box wltii the port number of a host ^^cati<Hi and 

computing and data saver functicms. 65 an IP address of a host waiting to be accepted by the host 

The commum'cation box is used as an OSLoad Ftontend ^ilication. The host application then acknowledges the 

Box in order to allow a host to (ffload its TCP/IP functions request, for example by issuing an accept Q call, to the 
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Offload Frontend Box. The Offload Frontead Box checks the 
iofonnatioD provided such as the port number and the (IP) 
address before assigning a new socket descrq)tQr for the 
connection. This new socket desoiptor associates the local 
host ^^ifdication to the remote host application ooimection. 

During normal operations, once the connection is 
established, data sent by hosts is passed with certain param- 
^ers to die Offload Rontend Box. The Offload Ftontend 
Box then looks at the paran^ers passed along with the data 
and forward the data to the internet For data anived at die 
Offload Irontend Box, the Offload Hrontend Box looks at the 
IP address, searches the information previously provided, 
such as infonnatioD st<^ed in die incore table, and deter- 
mines the one host that is ^^opdate for delivery of the 
data. The Offload Rontend Box also looks at the port 
number and identify the plication running on the host In 
this way whenever the host application issues a command 
the Offload Frontend Box deUvexs the data to diat applica- 
tion. For exan^le if the issued command is a receive Q caU, 
the Offload I^ontend Box knows to deliver the data to that 
particular receive Q call based on the socket desa:q>tGr 
previously stored. Between daU arrived at die Offload 
R'ontend Box and host plication issuing a receive Q call 
to consume it, the data is queued in the Offload Frontend 
Box. 

The Offload Frontend Box 402 detects an ccror whoi the 
physical or logical connection to a host is broken (through 
tiie error detection and recovery element as shown in FIG. 
1 at 161). Therefore, as shown in FIG. 4, the Offload 
IVontend Box in this situation will detect an cmir through 
ftit channel connectivity 410 when Host A takes an outage 
(or the Frontend Box d^ects some other ptMcm with Host 
A). In that situation the Offload Frontend Box first marks all 
TCP connections in the incore table relating to die host as 
temporarily out of semce and starts a timeout clock as welL 
In diis way the Offload Frontend Box holds all socket 
connections to the Apl 1 of Host A and waits for AFL 1 to 
show up on Host B 140 (524 in FIG. 5). When AFL 1 is 
instituted on Host B 526, and AFL 1 is somewhat sucoess- 
fulfy moved to that host (Host B), Api 1 through Host B 
rc^stm itself through channel 2 420 to Offload Ftontend 
Box (528 in FIG. 5). (This can be accomplished for example 
by die application in the new host issidng a socket 0 and 
bind 0 call whoi the second host is ready to rqdace the 
previous host) The RrontoidBox in this way reco^iizes the 
qiplication fay identifying tbt port number, even through die 
supplication is being prcsoited through a different host 

Once Apl 1 is registered tlKMigh channel 2, Offload 
Frontend Box returns all sockets 540 that were previously 
Associated with AFL 1 tfarou^ channel 1 410 to Apl 1 
dirou£^ channel 2 to Host B. F^ example, if an inocre table 
is being utilized, the Offload Frontend Box iq>dates the 
incore table to reflect an T(IP socket descr^ytcv changes and 
refresh the new socket association infoonation. Once Apl 1 
in Host B acknowledges 544 (all acknowtedgments handled 
through acknowledge element shown in HG; 1 at 163), 550 
the accqitance of sockets, data can be f awarded to Apl 1 
and processed 560. Therefcve, die remote host has now 
rB-<established itself to a new host and die outage or the 
condition to the initial connection has had no outa^ or 
adverse effects to the remote host In foct the host outage is 
transparent to the remote host since Host B now takes over 
the processing of data and its returning to the ronote host 
580. 

Ahhcugh a specific embodiment of the invention has been 
disclosed, it wiH be understood by diose having skill in the 
art diat changes can be made to the specific embodiment 
widiout dq>arting from die s|arit and the scope of die 
invention. 
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What is claimed is: 

1. In a loosely coupled con^Mitcr environment, a system 
for providing non-disrupdve connection switch from a first 
host to a second host during said first host^s outage, said 

j system comprising: 

a plurality of hosts and a plurality cf remote hosts, with 

at least one of said remote hosts being in processing 

communication with at least a first host through the use 

of a communication box; 
^0 said communicadon box maintaining all information 

about all said hosts and said remote hosts connected to 

said system; 

said communication box having error detecticm and 
recovery mechanism, as to allow said communication 
j5 box to detect an error addition associated with said 
first host in processing communicaticNi with one ci said 
remote hos^ 

said communication box having a storage location for 
keeping all processing data and ccmmunication infor- 
mation between said fiirst host and said remote host in 
whhdi it was in communicaticui widi during first host's 
outage until a second replacing host re-establishes 
processing communication through said communica- 
tion box widi said remote host 

2. The system of claim 1, wherein said communication 
25 box is an ^oad frontend box able to conduct processing 

communication laotocol for the eiivir<mment in order to 
allow said loosely coupled environment to conduct conqw- 
tation and other data server functions. 

3. The system of daim 2, wherein said oommnnication 
30 protocol is a TCP/IP prcrtocoL 

4. The system of claim 2, further con^irising aplurality of 
channels with at least one channd being assigned to each of 
said hosts in said system for communication between said 
offload fipontend box and said hosts, said offload frontend 

3 j box detecting said host outages through said channels. 

5. The system of daim 2, said offload frontend box having 
a storage location for maintaining i^lications for all said 
hosts as requested by any of said remote hosts. 

6. The' system of daim 5, herein said offload frontend 
box has at least one socket and that said offload frxmtend box 

^ associates said socket to an sq>{dication in said hosts, said 
appiicadon being maintained by said offload frontend box. 

7. The system of daim 6, wherein said offload frx>ntend 
box has a recovery mfirhanism allowing a seccmd replacing 
host to re-establish an association widi said reoaote host by 

45 taking over said association originally assigned to said first 
host, said offload frontend box then forwarding all process- 
ing and conununicadon data to said remote host after said 
association has been taken ova: 

8. The system of daim 7, wherein said recovery mecfaa- 
so ttism further oonqadses an acknowledgment element tiiat 

needs to be set before any furdicr communication or pro- 
cessing data can be forwarded to said second host; said 
acknowledgement dement being set through die reoe^ of a 
signal from said seocxidhost signifying diat said second host 
55 has successfully accepted said socket assigned to said first 
host and processing oommnnication has been re-established 
widi said remote host 

9. The system of daim 1, \^min a plurality of hosts are 
in processing communication widi a phnality of remote 

60 hosts, and at least two hosts eaqperience an outage sizmilta- 
neottsty. 

10. The system of daim 1, wherein said communication 
box is an offload fronted box performing several functions. 

U. The system of daim 10, ^lierein said functions 
65 conqirise flow control, eirar detection and recovery and 
routing of message between said remote hosts and said 
hosts. 
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12. A system for maintaining a Don-disnq)tive connection 
between at least one host and a remote host in a loosely 
coupled computer environment, said system conqxising: 
a plurality of hosts and a plurality o£ ronote hosts, with 
at least one of said remote hosts being in processing 
communication with a first host through the use of a 
communication box; 
a plurality of channel connections for connecting said 

communication box with said hosts; 
an error detection medianism provided in said commu- 
nication box as to allow detection of a host outage 
through said channel connectivity b^een said hosts 
and said communication box; 
said connection box having a phirality of socket connec- ^ 
tions to associate each host to an application main- 
tained by said communication box, said iqjplications 
being run by said hosts in processing communication; 
a recovery mechanism provided in said communication 
box, said recovery mechanism having stOTagc areas for 20 
mninffti fling all Communication and processing data 
\^en a first processing host takes an outage untQ a 
second host re-establishes processing communication 
with said remote host; 
said recovery mechanism furdier having a switching ^ 
element for reassigning said socket coimection for said 
first processing host to a second processing host upon 
said first host's outage. 
13i. The system of daim 12, wherein saidrecovciy media- 
nism further compsiscs an admowledgment element that ^ 
needs to be set b^otc any further communication or pro- 
cessing data can be forwarded to said second host; said 
acknowledgement dement being set fiirough the reccqit of a 
sig^ from said second host signifying that said second host 
has successfully accepted said sobket assigned to said first 
host and [nrocessing commiini ration has been rc-«stablished 
with said remote host 

14. The system of daim 13, wherein said communication 
box is an offload frontend box for processing communica- 
tion protocol in order to allow said loosdy coupled envi- 
ronment to conduct c<anputalion and other data server 
functions. 

15. The system of daim 14, wherein said ccsnmunicatton 
protocol is TCP/IP protocoL 
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\9. A system for maintaining a non-disruptive connection 
between at least one host and a remote host in a loosdy 
coupled conqxiter environment said system comprising: 

a plurality of hosts and a plurality of remote hosts, with 
at least one of said remote hosts being in processing 
communication with a first host through the use of an 
ofQoad fi^ontend box; 

said ofQoad frontend box having communication means 
for processing TCP/IP protocol in CHder to allow said 
loosdy coupled environment to conduct conQ>utation 
and o&er data server functions; 

a i^urality of channd ccHmections for connecting said 
ofQoad frontend box with said hosts; 

an emv detection mechanism provided in said ofiSoad 
frontend box as to allow detection of a host outage 
throu^ said channd connections between said hosts 
and said offload fr^mtend box; 

said offload ficontend box having a plurality of socket 
connections to associate each host to an application 
maintained by said oosnmunication box but assigned to 
said any processing hosts; 

a recovery mechnm'sm provided in said offload frontend 
box, said recovery medianism having storage areas for 
mflifftai'mng all communication and processing data 
^en a first processing host takes an outage until a 
second host re-establishes processing communication 
with said remote host; 

said recovery mechanism farther having a switching 
dement for reasagning said socket connection for said 
first processing host to a second processing host upon 
said first host's outage; 

said recovery medianiCTn further comprising an acknowl- 
edgment deament that needs to be set before any further 
commutticatioa or processing data can be forwarded to 
said second host; said acknowl e dgement dement being 
setthroiigjii tfaereceqpt of a signal from said second host 
signifying that said second host has successf^y 
accepted any socket assigned to said first host and 
processing communication has beoi re-established 
with said remote host 

26. The system of daim 19, wherein a plurality of remote 
hosts are in commnmcation with a ptucaHty of hosts and an 
error is detected sinudtaneonsly with at least two hosts, with 



16. The system daim 13, wherein a plurality of hosts *^ a plivaUty of other hosts being available for reestablidiing 



are in processing communication widi a plurality of remote 
hosts, and at least two hosts cxpcdcDcc an cnor condition 
simultaneously. 

17. The system of daim 12, \itedn said commudcation 
box is an offload frontend box perfonning several functions. 

1& The system of daim 17, wherdn said functions 
conqnise flow control, errcs d^ection and recovery and 
routing of messages between said remote hosts and said 
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communication and processing relation with said plurality of 
remote hosts. 

21. The system of daim 19, wherein said oomnmnicatiott 
box is an offload frontend box performing several functions. 

22. The system of daim 21, wherein functions conqsise 
flow control, error detection and recovery and routing of 
messages between said remote hosts and said hosts. 
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